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LEGISLATIVE BILL 899
Approved by the Governor April 8, 1988

Introduced by Judiciary Committee, Chizek, 31,
Chairperson; Ashford, 6; Nelson, 35;
Pirsch, 10; Korshoj, 16; McFarland, 28;
Conway, 17; Chambers, 11

AN ACT relating to intercepted communications; to amend
sections 86-701 to 86-705 and 86-707, Reissue
Revised Statutes of Nebraska, 1943; to define
and redefine terms; to change provisions
relating to wunlawful acts; to permit certain
acts relating to intercepted communications;
to change provisions relating to the
privileged use of intercepted communications;
to change provisions relating to orders for
intercepting communications; to prohibit the
manufacture, distribution, and possession of
certain intercepting devices; to provide for
the recovery of civil damages as prescribed;
to authorize pen register and trap-and-trace
devices as prescribed; to prohibit
interference with satellite transmissions; to
authorize warrants for mobile tracking
devices; to prohibit access to and provide for
disclosure of certain communications; to
provide penalties; to harmonize provisions;
and to repeal the original sections.

Be it enacted by the people of the State of Nebraska,

Section 1. That section 86-701, Reissue
Revised Statutes of Nebraska, 1943, be amended to read
as follows:

86-701. As used in sections 86-701 to 86-707
and sections 7 to 21 of this act, unless the context
otherwise requires:

(1) Aggrieved person shall mean a person _who
was a party to any intercepted wire, electronic, or oral

;- Aural transfer shall mean a transfer

-.thg human__voice at any point between and

including the point of oriqin and the point of

-(3)_ Contents, when used with respect to any
wire, electronic, or oral communication, shall include
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concerning the substance, purport, or

any information

meaning of that communication: Wire eemmunientien shall
mean ARy eemmunication made in whele e¥ in part threugh
the use of faeilities for the Eransmiasien of

eemmunieations by the aid of wire; eable; er ether ltike
eenneection between the point ef erigirn and the peint of
receptien furmnished er eoperated by any persen engaged as
a cemmen earrier in providing or eoperaking sueh
faeititres fer the Eransmisgien ef ecommunieatienss

{24 oral cemmuniemtion shail mean eany eoral

eoemmunieation uttered by a persen exhibiting an
eHpeetation that sueh coemmunicatien 3 net subjeet o
intereeption under eireumstanees jus€irfying sueh
expeectations

£33 Intereept shaiil mean the aural aequisitien
af the eontents of any wire or oral eemmunication
threngh the use of any eleetrenie; meehanieni; er ether
deviees

(4) Electronic, mechanical, or other device
shall mean any device or apparatus which can be used to
intercept a wire, electronic, or oral communication
other than (a) any telephone or telegraph instrument,
equipment, or facility, or any component thereof, (i)
furnished to the subscriber or user by a eemmunieatiens
eemmen ear¥¥ie¥ provider in the ordinary course of its
business and being used by the subscriber or user in the
ordinary course of 1its business:; or furnished by such
subscriber or user for connection to the facilities of
such service and used by the subscriber or user in the
ordinary course of its business or (ii) being used by a
communteations eemmen earrieyr provider in the ordinary
course of its businesss or by an investigative or law
enforcement officer in the ordinary course of his or her
dutiess; or (b) a hearing aid or similar device being
used to correct subnormal hearing to not better than
normal;

(5) Electronic communication shall mean any

transfer of signs, signals, writing, imaqges, sounds,
data, or intelligence of any nature transmitted in whole
or in part by a wire, radio, electromagnetic,

photoelectronic, or photooptical system but shall not
include:

(a) The radio portion of a cordless telephone
communication that is transmitted between the cordless
telephone handset and the base unit;:

{b) Any wire or oral communication:

{c) Any communication made through a tone-only
mobile paaging device; or

(d) _Any communication from a mobile tracking
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device as defined in section 14 of this act;

(6) Electronic communication service shall
mean any service which provides to users thereof the
ability to send or  receive wire or electronic

_____ (7) Electronic communications system _shall
mean any wire, radio, electromagnetic. photooptical, or

photoelectronic facilities for the transmission of

related electronic equipment for the electronic storage

of such communications: .
(8) Electronic storadqe shall mean:
(a) Any

(9) Intercept shall mean the aural or other
acquisition of the contents of any wire, electronic. or
oral communication through the use of any electronic.
mechanical, or other device:

(10) Investigative or law enforcement officer
shall mean any effiecer of the BState ef Nebraskhas er
petieieat subdivisien thereef; whe is empoewered by iaw
te eceonduet investigatiens ef eor o make arrests fer
eriminal effensea; the Attermey Generat and any eedHRnEy
atterney autherismed by taw to presecute or partieipake
+n the proseeution of sueh effenses; ard fer purpeses of
seetieons B86-703 te 86-766 eniy; speeial agents eof &he
Federal Bureau of Investigatiens

{6) CEoenktents; when used with respee& €o any
wire eov erat eemmunicatieons ashati inetude any
infermatien eeneerning Ehe identity of the parties te
sHeh eemmunieatien er the existenee; substanee; purperts
ey meaning of Ehat cemmunieations

+7} dudge of ecoempetent jurisdiretien shati mean
a judge of a disEriet eourt of Nebraskas and

{8} Aggrieved persen shal: mean a persern whe
was a parEy €e any intereepted wire eor eorat
eommunreation or A persen against whem €he intereeptien
was direeted a law enforcement officer as defined in

section 81-1401 and shall include the Attorney General

and his or her deputies or assistants, a county attorney

of Alcohol. Tobacco. and Firearms, Treasury Department,
Customs Service, Justice Department, and Internal
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Revenue Service;

(11) Mobile phone communication shall mean a
radio communication that is transmitted on frequencies
allocated under the rules of the Federal Communications
Commission:

(12) Oral communication shall mean any oral
communication uttered by a person exhibiting an
expectation that such communication is not subject to
interception _ under circumstances justifying such
expectation but shall not include any electronic
communication;

(13) Pen register shall mean a device which
records or decodes electronic or other impulses which
identify the numbers dialed or otherwise transmitted on
the telephone line to which such device is attached but
shall not include any device used by a provider or
customer of an_ electronic communication service for
billing or recording as an incident to billing for

device used by a provider or customer of an electronic
communication service for cost accounting or other like
purposes in the ordinary course of i

(14) Provider shall mean any person who

o
authorized access to or possession or control of the
facilities or eguipment necessary to implement the order
to intercept a wire or electronic communication or the
order to install a pen reqgister or a trap-and-trace
device;

(15) Readily accessible to the general public

shall mean, with respect to a radio communication, that
suich communication is not:

{a) Scrambled or encrypted:

(b) Transmitted wusing modulation techniques
the essential parameters of which have been withheld
from the public with the intention of preserving the
privacy_of such communicat ?

{c) Carried on a subcarrier or other signal
subsidiary to a radio transmission:

(d) Transmitted over an ___ electronic
communications system by a provider unless  the
communication  is  a _tone-only paging system

communication; or

(e) Transmitted on freguencies allocated under
part 25, subpart D, E, or F of part 74, or part 94 of
the rules of the Federal Communications Commission

unless, in the case of a communication transmitted on a

frequency _ _allocatéd_ cad :r{de_r_____ pact = 74 W that 15 Rok
exclusively allocated to broadcast auxiliary services.
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the communication is a two-way voice communication by
radio;

(16) Trap and- trace device shall mean_ a _device

which 1dent1fy the originating. number of an 1nstrument
or device from which a wire or electronic communication
was transmitted:

(17) Us User shall mean any person or entity who:

{a) Uses an electronic communication servic

and

(b) Is duly authorized by the provider of such
service to engage in such use: and

(18) Wire communication shall mean any aural
transfer made in whole or in part through the use of
facilities for the transmission of communications by the
aid of wire. cable, or other like connection. includinga
the use of such connection in a switchina station,.
between the point of oriqin and the point of reception
hed or operated by any person enqaqed in pro
ohes ogggg&;gg such facilities for the transmissio £
communications. __Wire communication shall 1nclude > _any
eLeggxgn;g_g}g;age of such communication but shall not

include the radio portion of a cordless __telephone
communication that is transmitﬁgg_be;wggn the_ cordless

Sec. 2. That section 86 702, Reissue Revised
Statutes of Nebraska, 1943, be amended to read as
follows:

86-702. (1) Except as otherwise specifically
provided in sections 86-701 to 86-707, any persen whe it
shall be unlawful to: (a) wiilfully intereepts
Intentionally intercept, endeavers endeavor to
intercept, or preeudres procure any other person to
intercept or endeavor to intercepts any wire,
electronic, or oral communication; (b) w#ii€futly wuses
intentionally use, endeavers endeavor to use, or
preeures procure any other person to use or endeavor to
use any electronic, mechanical, or other device to
intercept any oral communication when (i) such device is
affixed to, or otherwise transmits a signal through, a
wire, cable, or other 1like connection used in wire
communications or (ii) such device transmits
communications by radior or interferes with the
transmission of such communication; (c) wittfuiiy
diseteses: intentionally disclose or endeavers endeavor
to discloser to any other person the contents of any
wire. electronic. or oral communication, knowing or
having reason to know that the information was obtained
through the interception of a wire, electronic, or oral
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communication in violation of this subsection; er¥ (d)
wittfuliy wses; intentionally use or endeavers endeavor
to usey the contents of any wire, electronic, or oral

communication, knowing or having reason to know that the
information was obtained through the interception of a
wire, electronic, or oral communication in violation of

this subsection: or (e) havina knowledge that an

investigative or law enforcement officer has been

authorized or has ;Ebljgg for authorization under

electronic communication. give notice or attempt to aive
notice of the possible interception to any person in
order to obstruct, impede, or prevent such interception.
+ shat} be guilty ef a €lass IV feleny- Excep as
provided in subdivisions (4){a) and (5)(b) of this
section, any person who violates this subsection shall
be guilty of a Class 1V felony.

(2){a) It shall not be unlawful under sections
86-701 to 86-707 for an_employer on his, her, or its
business premises. for an operator of a switchboard, or
for an officer, employee, or agent of any eemmunieatien
cemmen earrier provider, whese the facilities of which
are used in the transmission of a wire communication, to
intercept, disclose, or use that communication in the
normal course of his, her, or its employment while
engaged in any activity which is a necessary incident to
the rendition of his, her, or its service or to the
protection of the rights or property of the carrier or
provider of such communication services. Such employers
and providers + PROVIBEDP; £hat sueh cemmuniention eommen
earriers shall not utilize service observing or random
monitoring except for mechanical, er¥ service quality, or
performance control checks as long as reasonable notice

employees.

(b) It shall not be unlawful under sections
86-701 to 86-707 for a person acting under color of law
to intercept a wire, electronic, or oral communications
where when such person is a party to the communication
or one of the parties to the communication has given
prior consent to such interception.

(c) It shall not be unlawful under sections
86-701 to 86-707 for a person not acting under color of
law to intercept a wire, electronic., or oral
communication where when such person is a party to the
communication or where when one of the parties to the
communication has given prior consent to such
interception unless such communication is intercepted
for the purpose of committing any criminal or tortious
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act in violation of the Constitution or laws of the

United States or of any state. or for the purpese eof
cemmi€ting any other injurieus aets
(d) It shall not be unlawful under sections

86-701 to 86-707:

(i) To intercept or access an electronic
communication made through an electronic communications
system that is configured so that such electronic
communication 1is readily accessible to the general

public:

(ii) To intercept any radio communication
which is transmitted:
(A) By any station for the use of the general

public or that relates to ships, aircraft, vehicles., or
persons in distress:

(B) By any governmental, law__enforcement
civil defense, private land mobile, or public safety
communications system, including police and fire

accessible to the general public:
(C) By a station operating on an authorized
frequency within the bands allocated to the amateur,

(D) By _any  marine or aeronautical
communications system;

(iii) To engage in any conduct which:

(A) Is prohibited by section 633 of the
Communications Act of 1934, 47 U.S.C. 151 et seq.: or

(B) Is excepted from the application of
section 70S(a) of the Communications Act of 1934, 47
U.S.C. 151 et seq., by section 705(b) of such act:

(iv) To intercept any wire or electronic
communication the transmission of which is causing
harmful interference to any lawfully operating station
or consumer electronic equipment to the extent necessary
to identify the source of such interference: or

(v) For other users of the same frequency to
intercept any radio communication made through a system
that utilizes frequencies monitored by individuals
enqaged in the provision or the use of such system if
such communication is not scrambled or encrypted.

{e) It shall not be unlawful under sections
86-701 to 86-707 and sections 9 to 12 of this act:

(i) To use a pen register or a trap-and-trace
device; or

(ii) For a  provider of an_ electronic
communication service to record the fact that a wire or
electronic communication was initiated or completed in
order to protect such provider, another provider

furnishing service toward the completion of the wire or
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electronic communication. or a user of that service from
fraudulent, unlawful, or abusive use of such service.

(3)(a) Except as provided in subsection (1) of
this section and subdivision (b) of this subsection. a
person__or entity providing an electronic communication
service to the public shall not intentionally_ divulge
the contents of any communication, other than one to
such person or entity or an agent thereof while in
transmission on such service to any person or entity
other than an addressee or intended recipient of such
communication or an agent of such addressee or intended
recipient.

(b) A person or entity providing an electronic
communication service to the public may divulge the
contents of any such communication:

(i) As otherwise authorized in subdivision
of this subsection or section 86-704:

{ii) With the lawful consent of the originator

or any addressee or intended recipient of such
communication:

(iii) To a person emploved or authorized. or
whose facilities are used, to forward such communication
to its destination: or

(iv) Which was inadvertently obtained by the
provider and which appears to pertain to the commission
of a crime if such divulgence is made to a law

{4)(a) If the offense is a first offense under
subsection (1) of this section and is not for a tortious

commercial advantage or private commercial gain and the
wire or electronic communication with respect to the
offense under subsection (1) of this section is a radio
communication that is not scrambled or encrypted, then:

(i) I1f the communication is not the radio
portion of a cellular telephone communication, a public
land mobile radio service communication, or a paging
service communication and the conduct is not that
described in subsection (5) of this section. the
offender shall be quilty of a Class 1 misdemeanor; or

(ii) If the communication is the radio portion
of a cellular telephone communication a_ public land
mobile radio service communication, or a paging service
communication, the offender shall be quilty of a Class
I11 misdemeanoxr.

{b) Conduct. otherwise an offense under this
subsection that consists of or relates to the
interception of a satellite transmission that is not
encrypted or scrambled and that is transmitted: (i) To a
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broadcasting station for purposes af retransmission to
the general public; or (ii) as an audio subcarrier
intended for redistribution to facilities open to the

public but not including data transm1551ons _or teleDhQne

calls, shall t be der

unless the conduct is for ;he gurpg_gg__gi__gl;ect or

indirect commercial advantage or private financial gain.
{(S5)(a) If the communication is: (i) A priyate

satellite video communication that is not scrambled or

encrypted and the conduct in violation of sections
86-701 to 86-707 is the private viewing of that
communication and is not for a tortious or illegal
purpose or for purposes of direct or indirect commercial
advantage or private commercial gain:; or (ii) a__radio

communication that is transmitted on frequencies
allocated under subpart D of part 74 of the rules of the
Federal Communications Commission and that is not

scrambled or encrypted and the conduct in violation of
sections 86-701 to 86-707 is not for a tortious or
illegal purpose or for purposes of direct or indirect
commercial advantage or private commercial gain, then
the person who engages in such conduct shall be subject
to suit by the state in a court of competent
jurisdiction.

(b)_In an action under this subsection:

(i) If the violation is a first offense by the
person under subsection (1) of this section and such

person has not been found liable in a civil action under
section 8 of this act, the state shall be entitled to
appropriate injunctive relief: and

(ii) 1f the violation is a second or
subsequent offense under subsection (1) of this section
or such person has been found liable in_any prior civil
action under section 8 of this act. the person shall be
subject to a mandatory five-hundred-dollar civil fine.

(c) The court may use anv means within its
authority to enforce an _injunction issued under this
subsection and shall impose a civil fine of not less
than five hundred dollars for each violation of such an
injunction.

Sec. 3. That section 86-703, Reissue Revised
Statutes of Nebraska, 1943, be amended to read as
follows:

86-703. The Attorney General or any county
attorney may make application to any district court of
this state for an order authorizing or approving the
interception of wire, electronic, or oral
communications, and such court may grant, subject to &he
previsiens ef sections 86-701 to 86-707, an order
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authorizing or approving the interception of wire,
electronic, or oral communications by law enforcement
officers having responsibility for the investigation of
the offense as to which application is made, when such
interception may provide or has provided evidence of the
commission of the offense of murder, kidnapping,
robbery, bribery, extortion, dealing in narcotic or
other dangerous drugs, gambiling; or any conspiracy to
commit any ef the feregeimg such offenses.

At the same time a county attorney first
makes application to the district court for an initial
order authorizing or approving the interception of wire,

electronic, or oral communications., the county attorney
shall submit the application to the Attorney General or
his or her designated deputy or assistant. Withi

twenty-four hours of receipt by the office of the
Attorney General of the application from the county

deputy or assistant, as the case may be, shall state to
the district court where the order is sought his or her
recommendation as to whether the order should be
qranted. The court shall not issue the order until it
has received the recommendation or until seventy-two
hours after receipt of the application from the county
attorney. whichever is sooner, unless the court finds
exigent circumstances existinag which necessitate the
immediate issuance of the order. The court may issue
the order and disregard the recommendation of the
Attorney General or his or her designated deputy or
assistant.

Sec. 4. That section 86-704, Reissue Revised
Statutes of Nebraska, 1943, be amended to read as
follows:

86-704. (1) Any investigative or law
enforcement officer who, by any means authorized by
sections 86-701 to 86~707, has obtained knowledge of the
contents of any wire., electronic, or oral communications

or evidence derived therefroms may disclose such
contents to another investigative or law enforcement
officer to the extent that such disclosure is
appropriate to the proper performance of the official
duties of the officer making or receiving the
disclosure.

(2) Any investigative or law enforcement

officer who, by any means authorized by sections 86-701
to 86-707, has obtained knowledge of the contents of any
wire, electronic, or oral communication or evidence
derived therefrom may use such contents to the extent
such use is appropriate to the proper performance of his
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r her official duties.

(3) Any person who has received, by any means
authorized by sections 86-701 to 86-707, any information
concerning a wire, electronic, or oral communications; or
evidence derived therefrom intercepted in accordance
with &he previsiens ef sections 86-701 to 86-707 may
disclose the contents of that communication or such
derivative evidence while giving testimony under ocath or
affirmation in any criminal proceeding #m any eeurt held
under the authority of the United States, e of this
state, or of any other state. e¥ iR any federal eor
state grand jury preeeceding-

(4) No otherwise privileged wire, electronic,
or oral communication intercepted in accordance with, or
in violation of, the previsiens ef sections 86-701 to
86-707 shall lose its privileged character.

{(S5) When an investigative or law enforcement
officer, while engaged in intercepting wire. electronic,
or oral communications in the manner authorized herein,
intercepts wire, electronic. or oral communications
relating to offenses other than those specified in the
order of authorization or approval, the contents
thereof> and evidence derived therefroms; may be
disclosed or used as provided in subsections (1) and (2)
of this section. Such contents and any evidence derived
therefrom may be wused under subsection (3) of this
section when authorized or approved by a judge of
competent 3Jurisdietion where a district court when such
judge finds on subsequent application that the contents
were otherwise intercepted in accordance with #£he
previaiens ef sections 86-701 to 86-707. Such
application shall be made as soon as practicable.

Sec. 5. That section 86-705, Reissue Revised
Statutes of Nebraska, 1943, be amended to read as
follows:

o

86-705. (1) Each application for an order
authorizing or approving the interception of a wire,
electronic, or oral communication shall be made in

writing upon oath or affirmation to a judge of #£he a
district court and shall state the applicant's authority

to make such application. Each application shall
include the following information:

(a) The identity of the zaw enforeement
afficer making the apptiecationy and the effieer

antherizing the applieatien applicant;

(b) A full and complete statement of the facts
and circumstances relied upon by the applicant to
justify his or her belief that an order should be
issued, including details as to the particular offense
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that has been, is being, or is about to be committed, a
particular description of the nature and location of the

facilities from which or the place where the
communication is to be intercepted except as otherwise
provided in subsection (13) of this section, a

particular description of the type of communications
sought to be intercepted, and the identity of the
person, if known, committing the offense and whose
communications are to be intercepted;

{c) A full and complete statement as to
whether or not other investigative procedures have been
tried and failed or why they reasonably appear to be
unlikely to succeed if tried or to be too dangerous;

(d) A statement of the period of time for
which the interception is required to be maintained. If
the nature of the investigation is such that the
authorization for interception should not automatically
terminate when the described type of communication has
been first obtained, a particular description of facts
establishing probable cause to believe that additional
communications of the same type will occur thereafter;

(e) A full and complete statement of the facts
concerning all previous applications known to the
individual authorizing and making the applications made
to any judge for authorization to intercepts; or for
approval of interceptions of; wire, electronic., or oral
communications involving any of the same persons,
facilities, or places specified in the application; and
the action taken by the judge on each such application;
and

(f) Where When the application is for the
extension of an order, a statement setting forth the
results thus far obtained from the interception; or a
reasonable explanation of the failure to obtain such
results.

(2) The judge may require the applicant to
furnish additional testimony or documentary evidence in
support of the application.

(3) Upon such application the judge may enter

an ex parte order, as requested or as modified,
authorizing or approving interception of wire,
electronic, or oral communications or mobile phone

communications within the territorial jurisdiction of
the court 2n whieh the jundge is si&ting; 1f the judge
determines on the basis of the facts submitted by the
applicant that: (a) There is probable cause for belief
that an individual is committing, has committed, or is
about to commit a particular offense enumerated in
section 86-703; (b) there is probable cause for belief
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that particular communications caoncerning that offense
will be obtained through such interception; (c) normal
investigative procedures have been tried and have failed
or reasonably appear to be unlikely to succeed if tried
or to be too dangerous; and (d) except as otherwise
provided in subsection (13) of this section, there is
probable cause for belief that the facilities from
whichsy or the place where; the wire, electronic, or oral
communications are to be intercepted are being used; or
are about to be useds; in connection with the commission
of such offense; or are leased to, listed in the name
of, or commonly used by such person.

(4) Each order authorizing or approving the

interception of any wire, electronic, or oral
communication shall specify: (a) the The identity of
the person, if known, whose communications are to be
intercepted; (b) except as otherwise provided  in

subsection (13) of this section, the nature and location
of the communications facilities as to which; or the
place where; authority to intercept is granted; (c) a
particular description of the type of communication
sought to be intercepted; and a statement of the
particular offense to which it relates; (d) the identity
of the agency authorized to intercept the
communicationsy and of the person authorizing the
application; and (e) the period of time during which
such interception is authorized, including a statement
as to whether or not the interception shall
automatically terminate when the described communication
has been first obtained.

(5) Each order authorizing the interception of
a wire, electronic, or oral communication; shall, upon
request of the applicant, direct that a eemmuniecation
eemmen earrier provider, landlord, custodian, or other
person shat} furnish to the applicant all information,
facilities, and technical assistance necessary to
accomplish the interception inconspicuously and with a
minimum of interference with the services that such
provider, earriery landlord, custodian, or person is
giving to the person whose communications are to be
intercepted. Any eemmunieatien eoemmen earrier provider,
landlord, custodian, or other person furnishing such
facilities or technical assistance shall be compensated
therefor by the applicant for expenses incurred in
providing such facilities or assistance at the
prevailing rates. A provider that has received an order
as provided in this subsection may., under seal. move the
court t modify or guash the order on the ground that

its assistance with respect to the interception cannot
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be performed in a timely or reasonable fashion. The
court, upon notice to the Attorney General or county
attorney as the case may be, shall decide such a motion
expeditiously.

(6) No order entered under this section may
authorize or approve the interception of any wire,
electronic, or oral communication for any period longer
than 1is necessary to achieve the objective of the
authorizations; nor in any event longer than thirty days.
Extensions of an order may be granted; but only upon
application for an extension made in accordance with
subsection (1) of this section and the court making the
findings required by subsection (3) of this section.
The period of extension shall be no 1longer than the
authorizing judge deems necessary to achieve the
purposes for which it was granted and in no event for
longer than thirty days. Every order and extension
thereof shall contain a provision that the authorization
to intercept shall be executed as soon as practicable,
shall be conducted in such a way as to avoid and prevent
interception of confidential communications to or from
persons of the classes described in sections 20-146;
25-3264; and 25-3266 and 27-503 to 27-506 unless there
exists probable ¢tause to believe such persons have
committed, are committing, or are conspiring to commit
offenses specified in section 86-703, and shall be
conducted 1in such a way as to minimize the interception
of communications not otherwise subject to interception
under sections 86-701 to 86-707, and mus& shall
terminate upon attainment of the authorized objectives
or in any event in thirty days. Upon a showing of good
cause as set forth in the application, in the event the
intercepted communication is in a foreign language and
an_expert in that foreign lanquage _is not reasonably
available during the interception period, minimization
may_be accomplished as soon as practicable after such
interception.

(7)(a) Whenever an order authorizing
interception is entered pursuant to sections 86-701 to
86-707, the order meay shall, at a minimum, reguire

reports to be made e filed with the judge who issued
the order no earlier than the twelfth dav _and no later
than the sixteenth day after the order is issued and
twelve to sixteen days thereafter showing what progress
has been made toward achievement of the authorized
objective and the need for continued interception. BSueh
Additional reports shall be made filed at such other
intervals as the judge may require. Time computed under
this subdivision shall commence on the first calendar
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day after the order is issued.

(b) If the required reports are not filed, the
judge shall exclude from evidence any communication
intercepted after that date otherwise authorized by the
order unless the person required to file the reports
establishes that the failure was for good cause.

(8) The contents of any wire, electronic, or
oral communication intercepted by any means authorized
by sections 86-701 to 86-707 shall, if possible, be
recorded on tape or wire or other comparable device.
The recording of the contents of any wire, _electronic,
or oral communication under this subsection shall be
done in such way as will protect the recording from
editing or other alterations. Immediately upon the
expiration of the period of the order; or extensions
thereof, such recordings shall be made available to the
judge issuing such order and sealed under his gqr her
directions. Custody of the recordings shall be wherever
the judge orders. They shall not be destroyed except
upon an order of the issuing or denying judge and in any
event shall be kept for ten years. Duplicate recordings
may be made for wuse or disclosure pursuant to &he
previaienas ef subsections (1) and (2) of section 86-704
for investigations. The presence of the seal provided
for by this subsection; or a satisfactory explanation
for the absence thereofs; shall be a prerequisite for the

use or disclosure of the contents of any wire,
electronic, or oral communication or evidence derived

therefrom under subsection (3) of section 86-704.

Applications made and orders granted under
sections 86-701 to 86-707 shall be sealed by the judge.
Custody of the applications and orders shall be wherever
the judge directs. Such applications and orders shall
be disclosed only upon a showing of good cause before a
judge of eempetent 3jurisdietien a district court., and
shall not be destroyed except on order of the issuing or
denying judge, and 1in any event shall be kept for ten
years.

Any violation of ¢he preovisiens eof this
subsection may be punished as contempt of the issuing or
denying judge.

(9)(a) Within a reasonable time, but not
longer than ninety days after the termination of the
period of an order or extensions thereof, the issuing e¥r
denying judge shall cause the applicant to be served
serve on the persons named in the order or the
application +¢a} +the names ef and such other parties to
intercepted communications which the judge may determine
to be in the interest of justice; and {b} an inventory
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which shall include: (i) the The entry of the order of
application; (ii) the date of such entry and the period
of authorized; or approveds; er disappreved interceptions
or the denial of the application; and (iii) whether,
during such period, wire, electronic, or oral
communications were or were not intercepted.

(b) The judge, upon the filing of a motion by
a person whose communications were intercepted, may make
available to such person or his or her counsel for

inspection such portions of the intercepted
communications, applications, and orders as the judge
determines to be in the interest of justice. On an ex

parte shewing ef geed emuse application to a judge of
eompetent jurisdietien a district court, the serving of
the inventory required by this subsection may shall be
postponed for ninetvy days. Thereafter., on an ex parte
showing of good cause to a judae of a district court.
the serving of the inventory required by this subsection
may_be further postponed

{c) If the inventory is not served as reguired
by this subsection. any communication intercepted under
an order or extension thereof shall be excluded as

evidence before all courts of this state unless the
failure to serve such inventory was for good cause the

failure to serve the inventory did not substantially
affect the rights of the defendant in the matter., or the
serving of the inventory was postponed as allowed and
ordered pursuant to subdivision (b) of this subsection.

Nothing in this subsection shall be construed
to limit the judge's power of contempt.

(10) The contents of any intercepted wire,
electronic, or oral communication or evidence derived
therefrom shall not be received in evidence or otherwise
disclosed in any trial, hearing, or other proceeding in
a federal or state court unless each party, not less
than ten days before the trial, hearing, or proceeding,
has been furnished with a copy of the court order; and
accompanying application; under which the interception
was authorized or approved. This ten-day period may be
waived by the judge if he or she finds that it was not
possible to furnish the party with &he abeve such
information ten days before the trial, hearing, or
proceeding and that the party will not be prejudiced by
the delay in receiving such information.

(11) Any aggrieved person in any trial,

hearing, or proceeding in or before any court,
department, officer, agency, regulatory body, or other
authority of this state; may move to suppress the
contents of any intercepted wire, electronic. or oral
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communicationsy or evidence derived therefroms on the
grounds that the communication was unlawfully
intercepted, the order of authorization or approval
under which it was intercepted is insufficient on 1its
face, or the interception was not made in conformity
with the order of authorization or approval. Such motion
shall be made before the trial, hearing, or proceeding
unless there was no opportunity to make such motion or
the person was not aware of the grounds of the motion.
If the motion is granted, the contents of the
intercepted wire, electronic, or oral communications; or
evidence derived therefrom; shall be treated as having
been obtained in violation of sections 86-701 to 86-707.
The judge, upon the filing of such motion by the

aggrieved person, may 1in his or her discretion make
available to the aggrieved person or his or her counsel
for inspection such portions of the intercepted

communication or evidence derived therefrom as the judge
determines to be in the interests of justice.

(12) In addition to any other right to appeal,
the Attorney General or any county attorney shall have
the right +to appeal from an order granting a motion to
suppress made under subsection (11) of this sections or
the denial of an application for an order of approvals
if the Attorney General or the county attorney shati
eertify certifies to the judge granting such motion or
denying such application that the appeal 1is not taken
for purposes of delay. Such appeal shall be taken
within thirty days after the date the order was entered
and shall be diligently prosecuted.

(13) The reguirements of subdivisions (1)(b).

to the

(3)(d).
specification of the facil dgh gr the

where the communication is to be intercepted shall not
apply if:

(a) In the case of an application with respect
to the interception of an oral communication:

application _is sought or a deputy attorney general or
designated deputy county attorney if the Attorney
General or county attorney is c L de s _or he
respective jurisdiction;

(ii) The application contains a full and
complete statement as to why such specification is not
practical and identifies the person believed to be
committing the offense and whose communications are to
be intercepted: and

(iii) The judge finds that such specification

w
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is not practical: and

(b) In the case of an application with respec
to a wire or electronic communication:

{i) The application is approved by both the
Attorney General and the county attorney where the
application is sought or a deputy attorney aeneral or
desiqgnated deputy county attorney if the Attorney
General or county attorney is outside of his or her
respective jurisdiction:

(ii) The application identifies the person

believed  to be committing the offense and whose

itions are to be intercepted and the applicant

I

communice ted and T
makes a showing of a purpose, on the part of that

(iii) The judge finds
veen adequately shown.

(14) An interception of a communication under
an order with respect to which the regquirements of

subdivisions (1)(b). (3)(d). and (4)(b) of this section
do not apply by reason of subsection (13) of this
section shall not beqgin until the facility from which or
the place where the communication is to be intercepted
is ascertained by the person implementing the
interception order.

(15) As used in subdivisions (7)(b) and (9)(c)
of this section, aood cause shall include a showing that
the failure to file the report or serve the inventory
was not intentional and that a substantial reason or
special  circumstange.,  including __an _act of God,
reasonable unavailability of the applicant or necessary
law _enforcement officer due to death, medical condition.

that such purpose has

o2

incapacitation, inaccessibility, or location. or other
substantial reason or special circumstance as the court
in its discretion determines., excused the failure to
file the report or serve the inventory.

Sec. 6. That section 86-707, Reissue Revised
Statutes of Nebraska, 1943, be amended to read as
follows:

86-707. It shall be unlawful for any person
to (1) wiltfully intentionally and without lawful
authority cut, break, tap, or make connection with any
telegraph or telephone line, wire, cable, or instruments;
or electronic, mechanical, or other device or read or
copyr in any unauthorized manners any message,
communication, or report passing over it, in this state,
(2) wiltfuity intentionally and without lawful authority
prevent, obstruct, or delay, by any means or contrivance
whatsoever, the sending, transmission, conveyance, or
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delivery in this state of any authorized message,
communication, or report by or through any telegraph or
telephone line, wire, or cable under the control of any
telegraph or telephone company doing business in this
state, (3) aid, agree with, employ, or conspire with any
person or persons to unlawfully do or perform, or cause
to be done, any of the abeve-mentiened acts described in
subdivisions (1) and (2) of this section, or (4) occupy,
use a line, or knowingly permit another to occupy, use a

line, room, table, establishment, or apparatus to
unlawfully do or <cause to be done any of the
abeve-mentiened acts described in this section. Any

person who violates #he prewvisiens ef this section shall
be guilty of a Class IV felony.

Sec. 7. {l) Except as otherwise specifically
provided in sections 86-701 to 86-707 and this section,
any person who intentionally:

{a) Sends in intrastate commerce _any

electronic, mechanical, or other device knowing or
having reason to know that the design of such device
renders it primarily useful for the purpose of the
unlawful surreptitious intercepticon of wire, electronic

_shall be gquilty of a Class IV

felony: or

(b) Manufactures, assembles, possesses., or
sells any eléctronic mechanical, or other device,

knowing or having reason to know that the design of such
device renders it primarily useful for the purpose of
the unlawful surreptitious interception of wire,
electronic, or oral communications and that such device
or any component thereof has been or will be transported
in intrastate commerce, shall be guilty of a Class 1V
felony.

(2) This section shall not be construed to
prohibit the exchange of electronic, mechanical, or
other devices between law _enforcement officers or

Iny]

ederally funded law enforcement associations.
(3) It shall be unlawful for a provider or an

officer agent, or employee of or a person under
contract with a provider, in the normal course of the
business of providing electronic communication service

o send or carry in _intrastate commerce, manufacture,
assemble, possess, or sell any electronic, mechanical.
or other device, knowing or having reason to know that

the design of such device renders it primarily useful

for the  purpose of the unlawful surreptitious
interception of wire, oral, or electronic
communications. Any person who violates this subsection

shall be quilty of a Class IV felony.
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(4) It shall be lawful for an officer, adgent.
or employee of or a person under contract with the
United States a state, or a political subdivision
thereof. in the normal course of the activities of the
United States., a state or a pplitical subdivision
thereof, to send or carry in__intrastate commerce
manufacture, assemble, possess., or sell any electronic,

mechanical, or other device. knowing or having reason to
know that the design of such device renders it primarily
useful for the purpose of the unlawful surreptitious
interception of wire electronic or oral
communications.

Sec. 8. (1) Any person whose wire,
electronic, or oral communication is intercepted.
disclosed, or intentionally used in violation of

sections 86~701 to 86-707 and sections 9 to 14 of this
act may in a civil action recover from the person or
entity which engaged in that violation such relief as
may be appropriate.

{(2) In __an___action under this section
appropriate relief shall ingclude:

(a) Such preliminary and other equitable or

(b) Damages under subsection (3) of this
section: and
(c) Reasonable attorney's fees and other

litigation costs reasonably incurred.

private satellite video communication that is not
scrambled or encrypted or if the communication is a
radio communication that is transmitted on freguencies
allocated under subpart D of part 74 of the rules of the
Federal Communications Commission that is not scrambled
or encrypted and the conduct is not for a tortious or
illegal purpose or for purposes of direct or indirect
commercial advantage or private commercial gain then
the court shall assess damages as follows:

(1) If the person who engaged in such conduct
has not previously been enjoined under subsection (5) of
section 86-702 and has not been found liable in a prior
civil action under this section, the court shall assess
the qreater of the sum of actual damages suffered by the
plaintiff or statutory damages of not less than fifty
dollars and not more than five hundred dollars; or

(ii) If on one prior occasion the person who
engaged in such conduct has been enjoined under
subsection (5) of section 86-702 or has been found
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liable in a civil action under this section, the court

shall assess the greater of the sum of actual damages

suffered by the plaintiff or statutory damages of not

less than one hundred dollars and not more than one
thousand dollars.

(b) In any other a

a

section,

inde thi :
e greater

ction £ s
ges whichever is t

the court may assess as d
of:

(i)} The sum of the actual damages suffered by
the plaintiff and any profits made by the yiolator as a
result of the violation: or

(1i) Statutory damages of whichever is the
greater of one hundred dollars a day for each day of
violation or ten thousand dollars.

(4) A dgood faith reliance on (a) a court

warrant or order, a grand jury subpoena, a legislative
authorization, or a statutory authorization, (b) a
request of an investigative or law enforcement officer

under section 86-705. or (c) a good faith determination
that section 86-702 permitted the conduct complained of
shall b a _complete defense against any civil or
criminal action brought under sections 86-701 to 86-707
and sections 9 to 14 of this act or any other law.

(5) A civil action under this section may not
be commenced later than two years after the date upon
which the claimant first discovered or had a reasonable
opportunity to discover the violation.

Sec. 9. (1) Except as provided in this
section. no person may install or use a pen register or
a_trap-and-trace device without first obtaining a court
order under section 11 of this act. Nothing in sections
86-701 to 86-707 and sections 7 to 14 of this act shall
be construed to prohibit an emergency operator from

conducting a trap or trace of a phone number during an

emerqency.
(2) The prohibition of subsection (1) of this

register or a trap-and-trace device by a provider:

(a) Relating to the operation, maintenance.
a of an _electronic communication service. to
rights oxr property of such

and testir

n
the protection of the

from abuse of service or unlawful use of service;

(b) To record the fact that a wire o
electronic communication was initiated or completed i
order helo protect such provider another provider
furnishing service toward the completion of the wire o
electronic communication, or a user of such service fram
fraudulent, unlawful, or abusive use of servige; or

B R

al

-21- 927



LB 899 LB 899

{c) When the consent of the user of such
service has been obtained.

(3) _Whoever knowingly violates subsection (1)
of this section shall be quilty of a Class I
misdemeanor.

Sec. 10. (1) An investigative or 1 ay
enforcement officer may make application for an order
an__extension of an order under section 11 of this ac
authorizing or approving the installation and use of
pen register or a trap-and-trace device under sections 9
to 1 of this act to a county or district court. Such
application shall be in writing and shall be under oath
or affirmation.

(2) An_ application under subsection (1) of
this section shall include:

(a) The identity of the investigative or law
enforcement officer making the application and the
identity of the law enforcement agency conducting the
investigation; and

=

Qo
(o}

[ el o]

information likely t

o be obtained is relevant to an

ongoing criminal investiqation being conducted by that
agency.

Sec. 11. (1) Upon an application made under
section 10 of this act. the court shall enter an ex
parte order authorizing the installation and use of a

pen reqgister or a trap-and-trace device within the
jurisdiction of the court if the court finds that the
investigative or law enforcement officer has certified
to the court that the information likely to be obtained
by such installation and use is relevant to an ondgoing
criminal investigation.

(2) An order issued under this section:

{a) Shall specify:

(i) _The identity. if known. of the person to
whom is leased or in whose name is listed the telephone
line to which the pen register or trap-and-trace device
is to be attached:

{ii) The identity, if known, of the person who
is _the subject of the criminal investiqgation;

(iii) The number and., if known. physical
ocation of the telephone line to which the pen register
r trap-and-trace device is to be attached and, in_ the
e. the geodaraphic limits

and

ug:qn__the request of the
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applicant, the furnishing of information, facilities,.
and technical assistance necessary to accomplish the

installation of the pen register or trap-and-trace
device.

{3)(a) An order issued under this section
shall authorize the i llation and use of a pen

1sta.
reglster or a trap-and-trace device for a period not to

(b) Extensions of such an order may be granted

but only upon an application for an order under section
10 of this act and upon the judicial : flndlng regu1red by
subsection (1) of this section. The period of extension
shall be for a period not to exceed sixty days.

(4) An__order issued under this section shall
direct that

(a) The order be sealed until otherwise

ordered by the court; and

(b) The person owning or leasing the line to
which the pen reqister or a trap-and-trace device is
attached or the person who has been ordered by the court
to provide assistance to the applicant not disclose the
existence of the pen reqgister or trap-and-trace device
or the existence of the investigation to the listed
subscriber or to any other person unless or until
otherwise ordered by the court.

Sec. 12. (1) Upon the request of an
inygstiqative or law e enforcement officer authorlzed to

th;;__gg; L Qrondqr, LandLgndu__pggxgdlan _or other
pgnsgn_“shaLL_ furnish such  investiqative or law
enforcement officer forthwith all information,
facilities and technical assistance necessary  to
accomplish the installation of the pen register

unobtrusively and with a minimum of interference with
the services that the person so ordered by the court
accords the party with respect to whom the installation
and use is to take Qlace e such a551stance is dlrected

(2) Ugon thp Legues;_gj an 1nvest1gat1ve g
law enforcement officer authorized to receive the
results of a trap-and-trace device under sections 9 to
12 of this act., a provider, landlord, custodian. or
other person shall install such device forthwith on the
appropriate line and shall furnish such investigative or
law enforcement Offlcer all additional information,
facilities, and technical assistance,  including
installation and operation of the dey;ggJ_yngbggusiggly
and with a minimum of interference with the services
that the person so ordered by the court accords the
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party with respect to whom the installation and use is

to take place if such installation and assistance is
directed by a court order as provided in section 11 of

this act. Unless otherwise ordered by the court. the
results of the trap-and-trace device shall be furnished
to the investigative or law__enforcement officer,
designated in the court order. at reasonable intervals
during reqular business hours for the duration of the
order.

(3) A provider, landlord, custodian, or other
pursuant to this section shall be reaﬂngb_ly_coin_génrs_atce_d
for such reasonable expenses incurred in providing such
facilities and assistance.

(4) No cause of action shall lie in any court

against any provider, its officers, employees.  or
agents, or other specified persons for providing
information, facilities. or assistance in accordance

with the terms of a court order under sections 9 to 12
of this act.
{5) A good faith reliance on a court order, a

legislative authorization., or a statutory authorization

shall be a complete defense against any civil o

Sec. 13. (1) Whoever, without the authority
of the satellite operator, intentionally or maliciously
interferes with the authorized operation of a
communications or weather satellite o obstructs or
hinders any satellite transmission shall be quilty of a
Class IV felony.

{2) This section shall not prohibit any
lawfully authorized investigative.  protective,  or
intelligence activity of a law enforcement adency of the

United States or this state.

Sec. 14. (1) A district court may issue a
warrant or other order for the installation of a mobile
tracking device, and such order may authorize the use of
that device within the jurisdiction of the court and
outside that jurisdiction if the device is installed in
that jurisdiction.

(2) As used in this section. mobile tracking
device shall mean an electronic or mechanical device
which permits the tracking of the movement of a person
or object.

Sec. 15. (1) Except as provided in subsection
(3) of this section, whoever (a) intentionally accesses
without  authorization a facility through which an
electronic communication service i provided or (b))
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intentionally exceeds an authorization to access the
facility and thereby obtains, alters, or prevents
authorized access to a wire or electronic communication
while it is in electronic storage in such service shall
be punished as provided in subsection (2) of this

section.

(2) The punishment for an offense under
subsection (1) of this section shall be (a) if the
offense is committed for purposes of commercial
advantage malicious destruction or damage, or private
commercial gain (i) a Class I misdemeanor for the first

offense and (ii) a fine or imprisonment for not more
than two vears. or both, for any subsequent offense and

(b) a Class 1V felony for any other offense.

(3)_ Subsection (1) of this section shall not
apply with respect to conduct authorized (a) by the
person or entity providing an electronic communication
service, (b) by a user of that service with respect to a

communication of or intended for that user, Qr (g) Ly
section 18 of this act or section 86-705.
Sielcd 6 (1) Except as provided in subsection

{2) of this section, (a) a person or entity providing an
electronic communication service to the public shall not
knowinagly divulge to anv person or entity the contents
of a communication while in electronic storage by the
service and (b) a person or entity providing remote
computing service to the public shall not knowingly
divulge to any person or entity the contents of any
communication which is carried or maintained on the
service (i) on behalf of, and received by means of
electronic transmission from or created by means of
computer processing of communications received by means
of electronic transmission from, a_ subscriber to or
customer of such service and (ii) solely for the purpose
of providing storage or computer processing services to
such subscriber or customer, if the provider is not
authorized to access the contents of any such
communications for purposes of providing any services
other than storage of computer processing.

(2) A _person or entity may divulge the
contents of a communication:

{a) _To an addressee or intended recipient of
such communication or an_ _agent of such addressee or
intended recipient:;

(b)_As otherwise authorized in section 17 of
this act or section 86-702 or 86-704;

{c) With the lawful consent of the originator

or an addressee or intended recipient of such
communication or the subscriber in the case of remote
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rard _such communication

_employed or authorized o1
forwa

(e} As may be nece

essarily incident to the
rendition of the service or
v

_________ S0 to the protection of the
rights or property of the provider of the service: or
(f) To a law enforcement officer if such
contents (i) were inadvertently obtained by the provider
and (ii) appear to pertain to the commission of a crime.
Sec. 17. (1) A _governmental entity may
require the disclosure by i r of electronic
communication servic of an electronic
communication. that is in electronic storage in an
electronic communications system for one hundred eighty
days or less. only pursuant to a warrant. = A
governmental entity may require the disclosure bv a
provider of the contents of an electronic communication
that has been in electronic storage in an electronic
communications system for more than one hundred eighty
days by the means available under subsection (2) of this

(2){a)__A governmental entity may require a

provider of remote computing service to disclose the
contents of any electronic communication to which this
subsection is made applicable by subdivision (2)(b) of
this section (i) without reauired notice to the
subscriber or customer if the governmental entity
obtains a warrant or (ii) with prior notice from the
aovernmental entity to the subscriber or custo b the

governmental entity (A) uses an _administrative bpoena
or (B) obtains a court order for such disclosure under
subsection (4) of this section, except that delayed
notice may be given pursuant to section 19 of this act.

(b) Subdivision (2)(a) of this section shall
apply to any electronic communication that is held or

maintained on that service (i) on behalf of, and
received by means of electronic transmission from
created by _means _of computer PO

communications  received by means |t

transmission from, a_subscriber to or customer of such
remote computing service and (ii) solely for the purpose
of providinag storaqe or computer processinhg services to

such subscriber or customer, if the provider is not
authorized to access the contents of any such

communications for purposes of providing any services
other than_ storade or computer processing.

(3)(a){i) Except as provided in subdivision
(3)(a)(ii) of this section. a provider of electronic
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communication service or remote computing service may
disclose a record or other information pertainin
subscriber to or customer of such service not including
the contents of communications covered by subsection (1)
or (2) of this section to any person other than a
governmental entity.

(ii) A provider of electronic communication
e or remote computing service shall disclose a

<
d or other information pertaining to a subscriber

record or other information pertaining to a subscriber
to or customer of such service not including the
contents of communications covered by subsection (1) or
(2) of this section to a governmental entity only when
the governmental entity (A) uses an administrative
subpoena, (B) obtains a warrant, (C) obtains a court
order for such disclosure under subsection (4) of this
section, or (D) has the consent of the subscriber or

customer to such disclosure.

(b) A governmental entity receiving records or
information under this subsection is not reqguired to
provide notice to a subscriber or customer.

() -t A court order for disclosure under
subsection (2) or (3) of this section shall issue only
if the governmental entity shows that there is reason to
believe  the contents of a wire or electronic
communication or the records or other information sought
are relevant to a legitimate law enforcement inguiry. A
court issuing an order pursuant to this section, on a
motion made promptly by the provider, may guash or
modify such order if the information or records
requested are unusually voluminous in nature or
compliance with such order would otherwise cause an
undue burden on such provider.

{5) No cause o_f action shall lie in any court

aqainst any provider, its officers, emplovees,. or
agents, or other specified persons for providing
information, facilities, or assistance in__accordance

with the terms of a court order, warrant, subpoena. or
certification under sections 15 to 21 of this act.

Sec. 18. (1)(a) A governmental entity acting
under subsection (2) of section 17 of this act may

include in its subpoena or court order a reguirement

that the provider to whom the request is directed create

a_ backup copy of the contents of the electronic
communications sought in order to preserve those
communications. Without notifying the subscriber or

C ] f such subpoena or court order, such provider
shall create such backup copy as scon as practicable
consistent with its regular business practices and shall
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has been made. Such backup copy shall be created withi
two business days after receipt by the provider of th
subpoena or court order.

{b) Notice to the subscriber or customer sha
be made by the governmental entity within three da

(=}

(0]

—

1
> day
after receipt of such confirmation unless such notice is
delaved pursuant to section 19 of this act.

{c) The provider shall not destroy such backup
copy until the later of (i) the delivery of the
information or (ii) the resolution of any proceedings
including appeals of any proceeding concerning the
subpoena or court order.

(d) The provider shall release such backup
copy to the reguesting governmental entity no sooner
than fourteen days after the qgovernmental entity's
notice to the subscriber or customer if such provider
(i) has not received notice from the subscriber or
customer that the subscriber or customer has challenged
the governmental entity's regquest and (ii) has not
initiated proceedings to challenge the reguest of the
qovernmental entity.

(e) A governmental entity may seek to require

w

the creation of a backup copy under subdivision (a) of
this subsection if in its sole discretion such entity
determines that there is reason to believe  that

notification under this section and section 17 of this
act of the existence of the subpoena or court order may
result in destruction of or tampering with evidence.
This determination shall not be subject to challenge by

the governmental entity toc the subscriber or customer
under subdivision {1)(b) of this section such
subscriber or customer may file a motion to quash such
subpoena or vacate such court order. with copies served
upon_the governmental entity and with written notice of
such challenge to the provider. A motion to vacate a
court order shall be filed in the court which issued
such order. A motion to guash a subpoena shall be filed
in the appropriate court.  Such motion or application
shall contain an affidavit or sworn statement (i)
stating that the applicant is a subscriber to or
customer of the service from which the contents of
electronic communications maintained for him or her have
been sought and (ii) statina the applicant's reasons for
believing that the records sought are not relevant to a
legitimate law enforcement inguiry or that there has not
been substantial compliance with sections 15 to 21 of
this act in some other respect.

the ao tal entity to the subsc
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upon a_qovernmental entity by delivering or mailina by
registered or certified mail a copy of the papers to the

(b) Service shall be made under this section
m

person, office, or department specified in the notice
which the subscriber or customer has received pursuant
to sections 17 to 19 of this act. For purposes of this

that term in the Nebraska Rules of Civil Procedure.
(c) If the court finds that the subscriber or
customer has complied with subdivisions (a) and (b) of

response the reasons which make in camera review
appropriate. If the court is unable to determine the
motion or application on the basis of the parties’'
initial allegations and response, the court may conduct
such additional proceedings as it deems appropriate.
All such proceedings shall be completed and the motion
or application decided as soon as practicable after the
filing of the governmental entity's response.

(d) If the court finds that the applicant is
not the  subscriber  or customer  for  whom the
communications sought by the governmental entity are
maintained or that there is reason to believe that the
inguiry is legitimate and that the
communications sought are relevant to that inguiry., it
shall deny the motion or application and order such

process enforced. If the court finds that the applicant

is the subscriber or customer  for whom the
communications sought by the governmental entity are
maintained and that there is not reason to believe that
the communications sought are relevant to a legitimate
law enforcement inguiry or that there has not been
substantial compliance with sections 15 to 21 of this
act, it shall order the process guashed.

{e) A court order denying a motion or
application under this section shall not be deemed a
final order and no interlocutory appeal may be taken
therefrom by the subscriber or customer.

Sec. 19. (1l)(a) A governmental entity acting
under subsection (2) of section 17 of this act shall (i)
when a court order is sought. include in the application
a request, which the court shall qrant, for an order
delaying the notification reguired under such subsection
for a period not t exceed ninety days i1f the court
determines that there is reason to believe that
notification of the existence of the court order may

have an adverse result or (ii) when an administrative
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subpoena is obtained delay the notification required
under such subsection for a period not to exceed ninety

days upon the execution of a written certification of a

supervisory official that there is reason to believe

that notification of the existence of the subpcena may
have an adverse result.

(C) Destruction of or tampering with evidence:
(D) Intimidation of potential witnesses; or

(E) Otherwise seriously  jeopardizing _ an
investigation or unduly delaying a trial; and

(ii) Supervisory official shall
investigative agent in charge. the assistan
investigative agent in charge. an equivalent
investigating agency's headquarters or regional o
the chief prosecuting attorney, the first assi

prosecuting attorney. or an equivalent of a
attorney's headquarters or reqional office.

(c) The governmental entity shall maintain a
true copy of certification under subdivision (a)(ii) of
this subsection.

{d) Extensions of the delay of notification
provided in sections 17 and 18 of this act of up to
ninety days each may be granted by the court upon
application, or by certification by a governmental
entity., but only in accordance with subsection (2) of
this section.

(e) Upon expiration of the period of delay of
notification under subdivision (a) or (d) of this
subsection, the governmental entity shall serve upon o
deliver by reaistered or first-class mail to the
customer or subscriber a copy of the process or request
together with notice that:

(i) States with reasonable specificity the
nature of the law enforcement inguiry: and

(ii) Informs such customer or subscriber:

{A) That information maintained for  such
customer or subscriber by the provider named in such
process or reguest was supplied to or requested by that
governmental entity and the date on which the supplying
or request took place:

{B) That notification
subscriber was delayed:

({C) What dgovernmental entity or court made the
certification or determination pursuant to which that

of such customer ot
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delay was made; and

(D) Which provision of sections 15 to 21 of
is act allowed such delay.

{2) A governmental entity acting under section

this act, when it is not required to not:fy__j;h_e_

iber or customer ___under subd1v151on sion  (2)(a)
n_ 17 of this act or to the extenj:_tha_t_l_tﬂy
oY e pursuant to subsection (1) of this
may apply to a court for an order commanding a
r of electronic communication service or remote
service to whom a warrant. subpoena. or court
order is directed, for such period as the court deems

appropriate, not to notify any other person of the

xistence of the warrant, subpoena., or court order. The
court shall enter such an order if it determines that
there is reason to believe that notlflcatlon n of the
existence of the warrant, subpoena, or court order will
result in an adverse result.
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Sec. 20. (1) Except as otherwise provided in
subsection (3) of this section, a governmental entity
obtaining the contents of communications, record QUL

other information under sections 15 to 21 of thi:
shall pay to the person or entity assembllnq or
providing such information a fee for reimbursement for
such costs as are reasonably necessary and which have
been directly incurred in searching for, assembling.
.or otherwise providing such information.
Such reimbursable costs shall include any costs due to
necessary  disruption of normal operations of any
electronic commlln11c_a_t_1_gn_sgrv1ce or remote computing
service in which such information may be stored.

(2) ___The amount of the fee provided by
subsection (1) of this section shall be as mutually
agreed by the governmental entity and the person or
entity providing the information or, in the absence of
agreement, shall be as determined by the court which
issued the order for gloductlon of such information or
the court before which a criminal prosecution relating
to such information would be brought if no court order
was issued for production of the information.

(3) The requirement of subsection (1) of this
section shall not apply with respect to records or other
information maintained by a provider that relate to
telephone toll records and telephone listinags obtained
under section 17 of this act. The court may, however,
order a payment as described in subsection (1) of this
section if the court determines the information reguired
is unusually voluminous in nature or otherwise caused an

undue burden on_the provider.
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Sec. 21. (1) Except as provided in subsection
(5) of section 17 of this act., any provider, subscriber,
or customer aggrieved by any violation of sections 15 to
21 of this act in which the c¢onduct constituting the
violation is engaged in with a knowing or intentional
state of mind may., in a civil action, recover from the
person or entity which engaged in that violation such
relief as may be appropriate.

(2) In a civil action under this section.
appropriate relief shall include:

(a) Such preliminary and other equitable or
declaratory relief as may be appropriate:

(b) Damages under subsection (3) of this
ection: and

{(c) Reasonable attorney's fee and _other
itigation costs reasonably incurred.

(3) The court may assess as damages in _a civil
action under this section the sum of the actual damages
suffered by the plaintiff and any profits made by the
viclator as a result of the violation, but in no case
shall a person entitled to recover receive less than the
sum of one thousand dollars.

{4) A good faith reliance on (a) a court
warrant or order, a qgqrand jury subpoena, a leqgislative
authorization, or a statutory authorization. (b)) a
request of an investigative or law enforcement officer
under section 86-705, or (c) a good faith determination
that section 86-702 permitted the conduct complained of
shall be a complete defense to any civil or criminal
action brought under sections 15 to 21 of this act.

{5) A civil action under this section may not
be commenced later than two years after the date upon
which the claimant first discovered or had a reasonable
opportunity to discover the violation.

Sec. 22. That original sections 86-701 to
86-705 and 86-707, Reissue Revised Statutes of Nebraska,
1943, are repealed.
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